Towards Wireless Spiking of Smart Locks

Abdullah Z Mohammed* ¥, Alok Singh*, Gokcen Y Dayaniklif, Ryan Gerdes*, Mani Mina ¥ and Ming Li $

*Department of Eletrical and Computer Engineering, Virginia Tech
TQualcomm, San Diego, CA
iDepartment of Eletrical and Computer Engineering, Iowa State University
§Department of Eletrical and Computer Engineering, University of Arizona

Abstract—The rapid growth of the Internet-of-Things (IoT) has
made Smart Homes not only possible but popular in our society.
While devices such as wireless security cameras, smart locks, etc.
can be more convenient than their traditional counterparts, and
may even lead to an increased sense of security, they may actually
cause an increase in the attack surface of a home. For example,
successful cyber attacks against these smart devices has been
extensively documented in the literature. In contrast to existing
work we discuss the vulnerabilities of these devices from a cyber-
physical perspective; specifically, the threat posed by intentional
electromagnetic interference (IEMI). In this paper, we present a
methodology to carry out ‘wireless spiking’ attacks on smart lock
devices that would allow an unauthenticated adversary to open a
lock, without direct physical tampering, through the manipulation
of its electrical control circuitry using IEMI. We demonstrate
the proposed methodology—reverse engineering, identification of
attack points, development of an attack vector, and design and
transmission of attack signals—on a commercially popular smart
lock. In doing so we lay the groundwork for wireless spiking
attacks on smart locks, in general.

Keywords—intentional electromagnetic interference (IEMI), IoT
security, cyber physical systems security, smart lock

I. INTRODUCTION

A smart home consists of inter-connected electronic devices
that interact with the physical world, using sensors and actuators,
to provide improved security for, and better (e.g., easier or more
efficient) control of, our a home. The devices, such as wireless
security cameras, smart doorbells, and smart locks are generally
thought to provide stronger protection against home threats
(e.g., theft or break-ins) than their conventional counterparts;
however, like most devices, and especially wireless ones, they
are vulnerable to cyber attacks. For example, research has
shown that the smart homes are vulnerable to Denial of Service
(DoS) [3] and traffic analysis [4], which may lead to loss of
functionality (e.g., a door can’t be opened) or privacy (e.g., lack
of activity may indicate the home is unoccupied). On the other
hand, the impact of cyber-physical attacks on smart homes has
not been extensively studied.

A smart lock is possibly the most logical starting point in
designing a secure smart home. A market report [5] predicts
the number of smart lock devices sold annually will rise to
more than 25 million by the year 2023 and the smart lock
market be worth $2.4 B. The many functionalities of a standard
smart lock include allowing for the locking/unlocking of the
door via a passcode, fingerprint scan, or even remotely using,
e.g., a smartphone.
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In an intentional electromagnetic interference (IEMI) attack,
an adversary uses electromagnetic waves as the primary means
by which to manipulate a device in such a way as to produce
an intended secondary effect. IEMI-based attacks have been
demonstrated that alter the voltage at a sensor’s output and
change the apparent timing of actuator control signals [6].
A typical smart home will have temperature sensors, motion
detectors, cameras, light sensors and smart locks, all of which
an IEMlI-capable attacker can target using low-cost and widely
available signal sources, amplifiers and antennas (Figure 1a).

In the context of a smart lock, the aim of an IEMI
attack is to lock/unlock the associated door, without direct
physical tampering (i.e., no disassembly or removal of the
lock), by manipulating the voltage signals of the lock’s motor
control circuitry. Within the locksmith community, the technique
to force the unlocking of an electronic lock is known as
voltage spiking. Specifically, the motor in a lock is opened by
connecting the motor terminals, via wires, to a power source that
is sufficient to drive the motor. This often necessitates that the
lock be either partially disassembled or drilled into. In this paper,
we propose a completely non-invasive wireless form of spiking
that leverages IEMI. Wireless spiking, when fully realized, can
bypass standard authentication and encryption methods used to
control smart lock and would allow for unauthorized entry into
a homes without direct tampering to the door or lock, even
when electrical shielding is used.

In this work we propose, and illustrate the use of, an
attack methodology necessary to compromise smart locks, in
general, through wireless spiking. It consists of understanding
the workings of the electrical circuit architecture of the device
through reverse engineering and identification of attack points
in the circuit that are vulnerable to IEMI. Based on the
characteristics of the attack points and the particular motor
control circuitry, a theory of attack can be developed. The exact
characteristics of the signal used to manipulate the circuitry
must then be determined; e.g., its frequency and duration. The
final aspect of the methodology is establishing the minimum
power required to manipulate the lock, at a given distance,
and establishing a way to localize the IEMI, if the theory of
attack requires it. We demonstrate the proposed methodology
on the commercially available and popular Smart Lock X
(anonymized). We believe that the methodology is broadly
applicable to all smart lock devices.

A. Related Work

IEMI has recently been established as a significant threat to
sensors and actuators. It has been demonstrated that IEMI can be
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Figure 1: (a) Illustration of devices that an IEMI-capable adversary can target to attack a smart home (Image source: iuriimotov

© 123RF.com [1]). (b) The hardware architecture of a smart lock

in the presence of an adversary, A, trying to lock and unlock

the smart lock through IEMI. (c) The circuit architecture of a generic H-bridge. The switches s, and s3, when closed, move the
motor in one direction and s4 and s; move it in the opposite direction [2].

used to manipulate sensor outputs [7], [8], control actuators [6],
[8], and even alter digital communications between embedded
systems and these components [6].

While there has been some work that examines the security
of smart locks from a cyber perspective, e.g. [9]-[11], cyber-
physical attacks against these locks remain largely unexplored
[12], [13]. In [14] a side-channel attack (differential power
analysis) was used to extract the secret key used by the lock
for adding authorized transponders and users, thus allowing the
attacker full control of the lock. A fault analysis was performed
against an FPGA-based lock controller analogue in [15], where
it was found that if such faults could be injected into the lock
then its integrity could be compromised. The technique most
closely related to ours, viz. spiking, has been utilized in the
locksmith community for years to open electronic locks [16].
In spiking an electronic lock is controlled by attaching an
external power source (e.g., a battery) directly to the motor
[17], causing it to move and open the lock. This technique,
while effective [18], [19], is invasive in that it requires some
disassembly of, and/or drilling into, the lock.

II. BACKGROUND AND THREAT MODEL

In this section, the background required to understand the
methodology of attack is provided along with the adversary’s
goals and capabilities.

A. Architecture of a Smart Lock

A generic smart lock architecture includes a microcontroller,
a human interface module and a motor controlled by a motor
driver (Figure 1b). The interface module is typically a keypad
where a pass code can be entered to lock/unlock the door.
Wireless-enabled smart locks can also be unlocked remotely,
e.g., through a (hopefully authenticated) link with a smart phone
or fob. The microcontroller receives input from the interface
module, evaluates its acceptability (e.g., the provided pass code
does or does not match the stored code), and decides whether
to actuate the motor, usually via a motor driver controlled by
a general purpose input output (GPIO) peripheral.

Most GPIO pins operate at 3.3 V or 5 V and can
source only a small amount of current (mA), whereas higher
voltage/currents are required to run the lock’s motor. Thus
a motor controller is used to supply the power required to
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Figure 2: Adversarial Setup: The adversary generates the attack
signal using an arbitrary function generator, amplifies the
current and feed it to a radiator to produce a high intensity
magnetic field directed towards the smart lock.

control the direction/speed of the motor. A commonly used
motor controller is the H-bridge, so-called because it consists
of electrical switches laid out in the shape of the letter ‘H’
(Figure 1c). When one pair of switches, i.e., s1, s4, are closed
and the other, i.e., so, S3, are open the current from the voltage
supply, V.., flows from s, through the motor, to s; and then to
ground, causing the motor to run in one direction. The opposite
configuration of the switches runs the motor in the reverse
direction [2]. The switches are usually transistors, either Bipolar
Junction Transisitos (BJTs) or Field Effect Transistors (FETS)
and, again, controlled by the GPIO pins of a microcontroller.

B. Threat Model

The adversary aims to lock/unlock the smart lock by
altering, through IEMI, the low-level voltage signals from
the microcontroller (Figure 1b). They lack a wired connection
to the smart lock, and do not tamper with the casing of the
lock or door, but they are in close proximity to it (centimeters
away). Because the adversary needs to generate IEMI capable
of penetrating the metal enclosure of the lock (and possibly the
metal door it is situated in), we incorporate the threat model
of [6], whereby the magnetic near field, as it is difficult to
shield against, is assumed for IEMI. The adversary’s hardware
setup consists of a current amplifier to produce the high current
necessary to generate a magnetic field sufficient to induce the
necessary voltage changes in the lock, and a radiator to direct
the field towards the smart lock (Figure 2).

III. FOUNDATIONS OF WIRELESS SPIKING

In this section we detail a methodology necessary to execute
wireless spiking on smart locks and, through experimentation,
demonstrate it on a commercial smart lock. In outline, by
reverse engineering, we extract the circuitry of the device
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Figure 3: (a) Top view of the Smart Lock X PCB along with motor drive components highlighted. (b) Equivalent Circuit Model
of the motor drive circuit for the Smart Lock X is given. Resistors R1-Ry are used to limit the current. Transistors (Q1s, (14,
@11,Q13) controlled by the GPIO pins amplifies the input current. "M" denotes the dc-motor for the lock, and D;-D, are used
as flyback diodes [20]. (c) The base (V) voltage of transistor ()14 and voltage across the motor (V;,,o10r-) When a sinusoidal input
is applied to PA15. The motor stays at rest during the negative cycle of sine wave.

to understand its operation. This is essential in identifying
vulnerable attack points for IEMI and developing a method
by which IEMI may manipulate the circuitry in the required
fashion. Then we move forward in designing the attack signal
(e.g., its frequency and the duration). Through simulation we
estimate the power that a radiator would require to generate
sufficient IEMI to induce the required voltage on the attack
points. Lastly, we discuss methods to localize the field to
specific attack points.

A. Reverse Engineering

The Smart Lock X was completely disassembled to expose
the PCB, control circuitry, and locking mechanism (Figure 3a).
The motor was disconnected from the PCB to expose motor
terminals and, using a continuity test, connections from the
motor to the components @5, Q7, Qs, Q9 were established.
Given their markings, shape, and layout it was clear at this
point that the components were transistors and that an H-bridge
circuit was used to drive the motor of the lock. It was definitely
established that the transistors were NPN/PNP BJTs by using
a multi-meter: the probable base of the transistor was attached
to the positive terminal of the multi-meter and the negative
terminal of the multi-meter was attached to the probable emitter.
For an NPN transistor, the meter would indicate a voltage drop
between 0.4V to 0.9V, whereas an impedance measurement
would indicate a PNP if an “Over Limit” reading resulted [21].
Using a continuity test, additional transistors Q11, @13, Q14
and (Q1g were identified as part of the motor driver as they
were connected to the base of the transistors that control power
to the motor. The voltage supplied to the motor was measured
at 6'V.

Visual inspection of the PCB (e.g., following traces from
the H-bridge) suggested that a microcontroller was used to

PA14 | PA15 || PA13 || PH2 || Motor

Low Low Low Low No operation
High | High Low Low Unlock

Low Low High High || Lock

Table I: H-bridge Truth table: how signals from the microcon-
toller influence the lock.

control the motor driver; IC markings revealed it to be from
the STM32L15xVC family [22]. Continuity tests were performed
between the transistors and pins of the microcontroller to
establish the existence of a connection to it and the H-
bridge; perusal of the datasheet indicated that these pins
(PA13,PAl14,PAL15,PH2) could serve as GPIO. Measure-
ments confirmed they were configured for 3.3 V operation.

By measuring the suspected GPIO pins during locking and
unlocking, we determined that 3.3 V from the microcontroller
was used to turn on the transistors (Q1s, Q14, @11, and Q13.
These transistors are used to amplify the output current of the
GPIO pins, as a micro controller does not generally provide
sufficient current to turn on the (current controlled) H-bridge
transistors (@5, Q7, Qs, Q9). Specifically, the amplified GPIO
output current generates sufficient base drive current, which
when applied to the base terminal of the H-bridge transistors
causes them to operate in the saturation region (i.e., turn ON).
The GPIO pins themselves are not used to drive the motor as
it requires orders of magnitude more current than the pins can
provide. Based on the above procedure an equivalent circuit
model (ECM) was built of the circuit (Figure 3b) and its
functionality validated in an LTSpice circuit simulation. Table I
summarizes the voltage-pin combinations necessary to control
the lock (low being 0V and high 3.3 V) and which an attacker
must induce in order to change the lock’s state.

B. Attack Points and Theory of Attack

Having gained an understanding of the smart lock’s elec-
trical operation, we move on to the identification of an
attack point(s) to target with IEMI. Direct control (powering)
of the motor as an avenue to unlock/lock the device was
viewed as impractical. First, the power needed to actuate a
motor is orders of magnitude greater than needed to modify
common digital signals (e.g., 3.3V) and, indeed, is larger
than has been used/demonstrated in attacks found in the open
literature. Second, the threat model we incorporate from [6] uses
time-varying currents, specifically sinusoidal ones, that create
magnetic fields that are zero mean (i.e., no DC component)’.

'A DC magnetic field cannot induce a voltage on circuitry as its derivative
is zero and by Faraday’s law the resulting voltage would thus be zero.



Thus, even should sufficient power be provided at the motor
terminals, the coupled voltage would be a sinusoid with zero-
mean: this would merely cause the motor to rotate in one
direction during it’s positive half cycle and in the opposite
direction during the negative half cycle, resulting in zero actual
movement on the part of the lock.

The rationale to use a narrow-band sine wave as the attack
signal—as opposed to other zero-mean, time varying, wide-
band signals such as square or saw tooth waves—is that they
are far simpler to generate and transmit at high power levels.
The hardware (signal sources, amplifiers and antennas) for
narrow-band signals are commonly available, cheaper, and
more effective (powerful) than their wide-band equivalents.

The GPIO pins responsible for controlling the movement of
the motor through low-voltage signalling are thus the preferred
attack point. In [6] it was demonstrated that GPIO signals could
be manipulated, but in a random and uncontrolled fashion, while
in [8] switches were reliably closed. We leverage and expand
on both of these mechanisms of attack to introduce a plausible
mechanism for an attacker to cause the switches to open/close.

To unlock the smart lock wirelessly, the adversary needs
to induce voltage on the unlock GPIO pins (PA14, PA15)
(Table I). When induced sinusoidal voltage crosses the threshold
voltage (V. = 0.7V) of the transistors, Q14 and )11, their
region of operation moves from cut-off to active. This causes
the H-bridge transistors ()7 and (Jg to switch ON and rotate the
motor in the direction of unlock. When the induced voltage is
less than the threshold voltage, the attack signal has no effect
on the motor and it stays at rest (Figure 3c).

Similarly, if the adversary intends to lock the device, the
lock pins (PA13, PH2) should be attacked. It should be noted,
however, that the induced voltages on the unlock and lock pins
should never cross the threshold simultaneously. This would
switch ON all the four H-bridge transistors at the same time and
create a short circuit between V. and ground, thus damaging
the circuitry of the lock (Figure 3b). This necessitates that the
generated EM field be localized precisely so that the voltage is
induced only on the target GPIO pins. The strategies to achieve
localization is discussed in Section III-E.

We validated the above theory of attack through further
LTSpice simulations. Specifically, a sine wave of 3.3V was
applied to PA14 and PA15 from Ops to 10 us to emulate the
induced voltages on the pins during an unlock attack (Figure
4, top). The voltage across the motor terminals can be seen to
increase during the positive half-cycle of the sine waveform
(Figure 4, bottom). Over the duration of the attack, an average
of 2.35V was measured across the motor, which would cause
it to move in forward (unlock) direction. Similarly, to lock,
starting from 10 ps a sine wave of 3.3V was applied to PA13
and PH2 (Figure 4, middle). The voltage across the motor
terminals shows an average voltage of —2.35V, which would
cause it to move in reverse (lock) direction (Figure 4, bottom).

The time spent to reverse engineer the Smart Lock X and
identify attack points was roughly eight hours. With the same
amount of effort, we reverse engineered another smart lock,
Smart Lock Y, from a different manufacturer. We discovered
that it also employs H-bridge as the motor-driver and although
FETs were used as switches instead of BJTs, the working of
circuitry was similar. Therefore, for Smart Lock Y as well,

I I I
2 — Voltage on PA14 and PA15 ||
—_2 |- |
\ | \ \

Voltage (V)
=

0 10 Time (,us) 25
Z 9 || — Voltage on PA13 and PH2
& 0
‘%D 2 -
s
0 Tlme (,us) 25

5 ‘ — Inst. voltage across motor — Avg. voltage across motor
nnnnan ¢

A T i o EE
_57 |

| | | |
0 5 20 25

Voltage (V)

10 Time (s) 15

Figure 4: LTSpice simulation of the equivalent circuit model
under attack. An AC sine wave applied to the GPIO pins moves
the motor forward/backwards.

the preferred attack points are the control signals between the
GPIO pins of the microcontroller and the H-bridge. This can be
generalized for any smart lock device because we believe that
most, if not all, of the devices use H-bridge based architecture.

C. Attack Signal Characteristics

Having established an attack vector to control the lock,
we then focused on selecting a signal(s) that would allow
manipulation with the lowest attacker cost (e.g., minimizing the
power needed to open/close the lock at a given distance). From
a power and transmission perspective, the two most important
components of the attack signal to consider are its frequency and
duration: while lower frequency/duration signals are cheaper to
amplify, their transmission is generally less efficient. However,
as we discuss below, lower frequency signals will generally
not couple as efficiently to victim circuitry, so the trade-off is
seldom straightforward.

With this in mind, we performed a series of experiments,
both wired and wireless, on the Smart Lock X to determine
which signal types would open the lock most advantageously for
the attacker. The first set of experiments yielded the frequencies
of signals that would open the lock, while the second sought
to understand at which frequency the attacker would couple
power to most efficiently (i.e., the ratio of input power of the
attacker setup to power observed on the lock circuitry), and
the final experiments determined how long an attacker would
need to transmit a given signal to affect the lock.

1) Lock/Unlock Frequencies: As discussed in Section III-A,
the motor driver of Smart Lock X is designed to be driven by
a0V and 3.3V rectangular pulse, whereas an attacker induces
a rectified sinusoid on the driving line. We thus needed to
understand the range of frequencies for which the motor driver
responds to/moves the motor in the desired direction.

Measurement Method: The smart lock is powered on. An
arbitrary function generator (AFG) connected to a voltage
follower is used to generate sinusoidal signals over the range
of 100 Hz to 10 MHz with an amplitude of 3.3 V. The output
of the voltage follower is directly attached to the GPIO pins
of the microcontroller that sends the lock signal to the motor
driver (pins PA13 and PH2) using a microSMD connector.
It should be noted here that the GPIO pins’ default state are
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PA15 of the microcontroller

LOW and, in order to maintain that state, the GPIO pins of the
microcontroller will sink current when an external signal is
applied to it. Therefore, a voltage follower, which is in parallel
to the GPIO pin, is employed to source current more than the
latter can sink, so that the voltage from the AFG is observed on
the GPIO pins. The frequencies at which the motor rotates in
the direction of the lock are are noted. Similarly, by attaching
the voltage follower’s output to pins PA14 and PA15 and
performing a frequency sweep, the frequencies at which the
motor moves in the direction of unlock are noted.

Discussion: To design an attack signal the adversary should
select a frequency for which both locking/unlocking occur so
that they can use the same attack setup to launch a bidirectional
attack. Therefore, the desired range of frequencies for wireless
spiking the GPIO pins are from 100 Hz to 1000 Hz and 100 kHz
to 1 MHz (Figure Sa).

2) IEMI Compatible Frequencies: Because of the geometry
of the PCB traces connecting the microcontroller and motor
driver, an attacker will more efficiently induce a waveform on a
lock’s circuitry at some frequencies rather than others [23]. For
Smart Lock X the frequency range of 100 Hz to 1000 Hz can be
eliminated because the ratio between transmitted versus induced
signal is so low due to: 1) the wavelength of these signals is
considerably larger than the dimensions of the PCB traces, and
2) as discussed in [6], Faraday’s law of induction states that
induced voltages are directly proportional to frequency, thus
higher frequencies induce greater voltages. We thus performed
experiments to determine at which frequencies the lock’s
circuitry best responded to IEML.

Measurement Method: In the experimental setup a toroid
with an air gap was used as the radiator, with an AFG connected

to a voltage follower circuit acting as a source (Figure 5b).

Due to the frequency-dependent impedance of the toroid, a
voltage follower was used in an attempt to provide a uniform
current, or at least one strong enough, to create a magnetic

field that would reliably induce voltages on the lock’s circuitry.

The toroid was placed around the PCB near the GPIO pins
and the voltage induced on the pin PA14 measured using an
SMD microprobe and oscilloscope (Figure 5c¢).

Additionally, as the toroid produced stray magnetic fields
(i.e., fields not confined to the air gap) that could couple to the
probe and corrupt the measurements, we introduced a control

in the form of an unconnected probe at the same location.

An increase in the voltage measured by the connected probe,
without a commensurate increase in the disconnected probe,
would thus indicate an increased coupling between the wireless
signal and the board, as opposed to merely an increase in the
coupling of the stray magnetic field to the probes themselves.

A frequency sweep from 100 kHz to 1 MHz was performed
and the coupling ratio recorded to evaluate the efficacy of attack
signals of varying frequency. For our purposes, the coupling
ratio is the ratio between the voltage induced on the GPIO pin
PA14 and the voltage across a sense resistor placed in series
with the the radiator; the latter of which is proportional to input
power. This ratio indicates, assuming equal input power, the
frequency that will have the greatest affect on the lock’s control
circuitry (i.e., induce the greatest voltage. Measurements were
taken versus frequency when the lock was powered ON and
OFF to understand whether the lock was more susceptible to
attack when in a (probable) sleep or active mode.

Discussion: As expected the disconnected probe shows that
induced voltage increases linearly with increase in frequency
(it is proportional to the derivative of the current through the
radiator due to Faraday’s law [6]) (Figure 6, red). The coupling
ratio of the GPIO pin is, however, non-linear which indicates
that some frequencies are more advantageous to an attacker than
others (Figure 6, blue). It was also observed that when the smart
lock is powered ON the frequency response for > 100 kHz
is flatter than when it is OFF. The source of this discrepancy
requires further investigation. An attacker should select the
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attack signal’s frequency as close to 1 MHz as possible so as
to induce the requisite voltage at the lowest cost.

3) Attack Signal Duration: A well-resourced attacker could
generate high currents continuously for as long as it takes for
the motor to complete the lock/unlock cycle. This, however,
may not be cost-effective as the continuous power delivery of
amplifiers/sources is considerably lower than their sporadic,
peak power delivery (primarily due to heat considerations). We
propose to analyze a time-versus-cost trade-off in the form of
lower duration attack signals that take longer for the lock to
open/close yet consume lower average (RMS) power.

Measurement Method: The experimental setup is as de-
scribed in Section III-C1. A 1 MHz sine wave with an amplitude
of 3.3 V was applied to the GPIO pins PA13 and PH2 via a wire
(this representing the most efficient attack signal). However, in
this case the AFG was configured to output the sine wave for
a specified duration with large gaps between re-transmission.
The initial duration of the signal was set to 1s and gradually
decreased until the motor ceased to rotate (visual inspection).

Discussion: It was observed that the motor moved slightly
in one direction so long as the signal duration was greater than
25ms (25,000 cycles of a 1 MHz sine wave). Interestingly, our
experiments revealed that the duration between pulses is a non-
factor in a successful attack; i.e., so long as the initial pulse
overcomes the inertia of the motor it will always continue to
move forward in lock/unlock cycle. This implies that an attacker
can wait a significant amount of time between transmitting
attack signals (e.g., for the equipment to cool down) without
worrying about lock reverting to its previous state. In summary,
an attacker only needs to transmit a fixed-frequency sinusoid
for at least 25 ms to successfully lock/unlock the door.

D. Power

Having established how a lock can be wirelessly manipu-
lated and determined the signal parameters that would produce
a cost-effective attack setup, the most substantial impediment
(in our view) to the realization of wireless spiking is the
requirement to generate a sufficiently high field to induce the
necessary voltages at the vulnerable points of the lock.

In Section III-C1 we determined that an attacker needs
to induce a sinusoid of 3.3V amplitude to lock/unlock the
Smart Lock X . To estimate the current required to induce
such a voltage on the lock’s traces from a distance of 5cm,
we measured the voltage induced using a toroid by a 500 kHz
signal on said traces. We then measured the field produced by
toroid in the absence of lock, at the same frequency and power.
Assuming an increase in field strength would produce a roughly
2:1 increase in the voltage on the traces it was determined that
a magnetic flux density of 24.7mT would be necessary to
induce a 3.3V signal on GPIO pin of the smart lock.

The exact amount of current required to create such a
field will depend on the type of radiator used by the attacker.
We assumed that they would employ a thirty-turn coil, as
such structures are commonly used to generate high-intensity
magnetic fields. Using a 3d electromagnetic simulator, Ansys
HESS, we calculated that an attacker would need to drive the
coil with 150 A source to generate the requisite field. So far
as we are aware such sources are not commercially available
but could be built.

E. Localization

Depending on the point of attack and topology of the smart
lock, it may be necessary for the attacker to ensure that the [EMI
affects some elements of the circuit without affecting others
(or at least affecting them to a lesser extent). For example, as
indicated by the ECM (Figure 3b) if two transistors on the same
side of H-bridge (e.g., Q5 and Q7) are switched ON at the same
time, the current will flow from V. to ground without powering
the motor. For the Smart Lock X , all of the control pins (PA13,
PH2 PA1l4, PA14) and associated traces are in close proximity
of each other on the PCB. Therefore it is possible (probable)
that IEMI generated by the attacker, especially at frequencies
with wavelengths larger than the dimensions of the traces, would
couple to multiple traces and cause non-targeted switches to
simultaneously open/close (depending on state of GPIO lines).
Thus it is likely that in order to effect the attack the IEMI must
be localized to, or have only an appreciable effect on, only the
identified attack points.

We suggest the following strategy to achieve this: It is
known that traces on PCB exhibit multiple, distinct resonances
at which they respond to EMI more strongly than other traces
[23]. By way of a detailed analysis and meticulous selection of
non-overlapping attack frequencies (i.e., selecting a frequency
that is closer to the resonant peak of one trace and away from
the peak of the adjacent trace), we believe it’s possible for
an attacker to target individual switches even when they are
physically and electrically close to others that would affect
the outcome of the attack. To add further credence to this
supposition, we note that the susceptibility of a trace to EMI is
a function of not only a trace’s geometry but also its location
and orientation to the radiated field [24]. Hence, it is possible
that, with the proper orientation of a highly focused magnetic
field radiator(s), an attacker will be able to induce sufficient
voltages to affect attack points while producing insignificant
voltages on non-attack points.

IV. FUTURE WORK AND CONCLUSION

We laid the groundwork to carry out wireless spiking
attacks on smart lock devices. If successful, such an attack
would allow an attacker to bypass all of the lock’s traditional
security mechanisms, such as authentication and encryption,
and unlock/lock it by inducing voltages on the device circuitry
through IEMI. The proposed attack methodology, demonstrated
on the Smart Lock X , included reverse engineering the
device circuitry to identify attack points for [EMI. Through
experimentation we determined the attack signal’s parameters,
such as its optimal frequency by measuring the circuit’s
frequency response to IEMI. The estimation of the power
required by the radiator for a successful attack was provided
and methods to localize the IEMI field were discussed.

Our future work includes designing a high current ampli-
fication circuit that can generate sufficiently power IEMI to
induce the 3.3 V on the GPIO pins to successfully open the
lock. We will also be designing radiators that can, with proper
orientation, generate highly focused IEMI to affect only the
desired pins of the microcontroller.
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